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SUBJECT: Acquisition Letter - Contract Requirements for GSA Information Systems

1. Purpose.
This memo provides guidance and establishes consistent language for the management

of contracts or orders awarded by GSA that may involve GSA information systems. This
Acquisition Letter (AL) consolidates and updates guidance in Acquisition Letter (AL)
MV-16-01 as part of the effort to streamline and reduce burden on the government
workforce and contractors.

More than 30 GSA security and non-security information technology policies, one GSAR
provision, and one GSAR clause impacting contractors are streamlined and
consolidated into two new Information Technology (IT) acquisition documents identified
in Section 8 of this AL.

Eliminating the existing clause and provision as well as consolidating over 30 GSA
policies into these two new documents will assist contractor and government employees
with understanding and implementing applicable information system requirements as
well as strengthen our information systems in accordance with current federal laws and
policies.

2. Background.
In order to protect against cybersecurity threats and manage GSA information systems,

itis important to ensure that contracts are compliant with Federal security standards
and GSA requirements. GSA must provide security and protection for information
systems that support the operations and assets of the agency, including those provided
or managed by a contractor. Relevant areas that GSA'’s policies address include:
e Security Requirements

o External information system;

0 Internal information system;

o Low impact software as a service;
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o Cloud information system;

o Mobile application;
Privacy Protection;
Controlled Unclassified Information;
Incident Reporting Requirements;
Software License Management;
Telecommunications Policy; and
Social Media Policy.

3. Deviation.
See Attachment A for the changes in the GSAR text as revised by this AL.

4. Effective Date.
This AL is effective immediately and remains in effect until rescinded or incorporated
into the GSAM.

5. Cancellation.
AL MV-16-01 is hereby cancelled.

6. Applicability.
(a) The requirements in Section 8 apply to contracts, actions, or orders that may involve
GSA information systems.

(b) The requirements of this AL do not apply to Federal Supply Schedules (FSS),
Government-wide Acquisition Contracts (GWACSs), or Multi-agency Contracts (MACSs) at
the master contract level, but may be applicable to actions or orders awarded by GSA
under these contracts.

(c) The Product Service Codes (PSCs) listed in Attachment B are most likely to be
affected by this AL. These PSCs are not an all-inclusive list. GSA contracts for other
types of services outside of these segments may be affected. Accordingly, the GSA
Contracting Officer (CO) shall familiarize themselves with the requirements in this AL
and the policies referenced in section 8 below, to ensure that security requirements are
incorporated as necessary.

7. Definitions.

“GSA information system” means an information system owned or operated by the U.S.
General Services Administration or by a contractor or other organization on behalf of the
U.S. General Services Administration. GSA information systems include the following
types: external information systems, internal information systems, low impact software
as a service, cloud information systems, and mobile applications. These are defined as
follows:

a. “Cloud Information Systems” mean information systems developed using
cloud computing. Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and



services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. Cloud information
systems include Infrastructure as a Service (laaS), Platform as a Service
(PaaS), or Software as a Service (SaaS).

b. “External Information Systems” mean information systems that reside in
contractor facilities and typically do not connect to the GSA network.
External information systems may be government owned and contractor
operated or contractor owned and operated on behalf of GSA or the
Federal Government (when GSA is the managing agency).

c. ‘“Internal Information Systems” mean information systems that reside on
premise in GSA facilities AND directly connect to the GSA network.
Internal systems are operated on behalf of GSA or the Federal
Government (when GSA is the managing agency).

d. “Low Impact Software as a Service (LiSaaS) Systems” mean cloud
applications that are implemented for a limited duration, considered low
impact and would cause limited harm to GSA, and cost less than
$100,000 to deploy.

e. “Mobile Application” means a type of application software designed to run
on a mobile device, such as a smartphone or tablet computer.

“Infformation system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

8. Reguirements.
(a) Except as described in Section 9, the CO shall incorporate the applicable sections or
complete version of the following policies inthe Statement of Work, or equivalent, for
any procurement that may involve GSA information systems.
(i) CIO 09-48, IT Security Procedural Guide: Security and Privacy IT Acquisition
Requirements. The CO shall use CIO 09-48 in new contracts in lieu of both of the
following:
(A) GSAR Provision 552.239-70 (Information Technology Security Plan
and Security Authorization)
(B) GSAR Clause 552.239-71 (Security Requirements for Unclassified
Information Technology Resources)
(i) ClO 12-2018, IT Policy Requirements Guide.

(b) The CO shall coordinate with GSA IT when developing a Statement of Work, or
equivalent and identify when these policies apply in the Security Considerations section
of the acquisition plan. COs can contact vmo@gsa.gov to identify the GSA IT
representative for requirements development coordination and acquisition plan
approval. All applicable pre-award solicitations shall be submitted to IS-Contracts-
Review@gsa.gov for GSA IT review and approval.

(c) For any procurements that may involve access to classified information or a
classified information system, see GSAM 504.4 for additional requirements.
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(d) The CO or Contracting Officer's Representative (COR) shall validate that all
applicable contractor submissions meet contract requirements (e.g. statement of work,
contractor’'s accepted proposal) and are provided by the contractor in accordance with
the contract schedule. The CO or COR shall coordinate with GSA IT, specifically the
GSA Information System Security Officer (ISSO) and/or Information System Security
Manager (ISSM), as needed in determining contractor compliance. GSA ISSO/ISSMs
are identified on the EA Analytics and Reporting (GEAR) portal at
https://ea.gsa.gov/#!//FISMA POC.

(e) The CIO policies, an FAQ webpage, and GSA IT points of contact are available on
the Acquisition Portal at https://insite.gsa.gov/itprocure ment.

9. Waiver Process.

(a) In cases where it is not cost effective or where itis unreasonably burdensome to
include the applicable requirements from Section 8 of this AL in a procurement, the CO
shall demonstrate in writing that the cost or practicality to include the requirement is
unreasonably high or cumbersome. In such cases, a waiver may be granted by the
acquisition approving official in accordance with the thresholds listed at GSAM
507.105(c) and in coordination with the GSA Chief Information Security Officer (CISO)
and the Authorizing Official (AO) for the information system. All waivers shall be
submitted to IS-Contracts-Review@gsa.gov for GSA CISO review and approval. GSA
AOs for information systems are identified on the EA Analytics and Reporting (GEAR)
portal at https://ea.gsa.gov/i#!/FISMA POC.

(b) The CO should limit the scope of waiver requests to only the requirements for which
clear and convincing rationale can be provided to demonstrate that incorporation and
implementation of the requirements into a contract is cost prohibitive or impracticable
due to the unique circumstances of that particular procurement.

(c) The waiver request must provide the following information-
I.  The description of the procurement and GSA information system;
ii. Identification of requirements requested for waiver;
iii.  Sufficient justification for why the requirements should be waived; and
iv.  Any residual risks that will be encountered by waiving the requirements.

(d) Further details about the waiver process and the waiver template (Attachment C) are
located on the Acquisition Portal at https:/insite.gsa.goviitprocurement. Waivers must
be documented in the contract file.

10. Point of Contact.

Any questions regarding the content of this Letter may be directed to Mr. Kevin Funk,
General Services Acquisition Policy Division, by phone at 202-357-5805 or by email at
kevin.funk@gsa.gov. Questions regarding GSA IT policies and requirements may be
directed to the GSA IT point of contact identified on the Acquisition Portal at
https://insite.gsa.gov/itprocurement.
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11. Attachments
e Attachment A — GSAR Text
e Attachment B — Product Service Codes
e Attachment C — GSA Information System Contract Waiver Request Template



ATTACHMENT A
GSAR Text

GSAR Baseline: Change 94 and 95 effective 10/09/2018

e Additions to baseline made by proposed rule are indicated by [bold text in
brackets]
Deletions to baseline made by proposed rule are indicated by strikethroughs
Five asterisks (* * ** *) indicate that there are no revisions between the preceding
and following sections

e Three asterisks (***) indicate that there are no revisions between the material
shown within a subsection
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(End of clause)



ATTACHMENT B
Product Service Codes

The following Product Service Codes (PSCs) were identified as most likely to involve
work that is applicable. These PSCs are not an all-inclusive list—GSA contracts or
orders for other types of services outside of these segments may be applicable.

Product- Product-Service Description

Service Code

7030 SOFTWARE

B547 SPECIAL STUDIES/ANALYSIS- ACCOUNTING/FINANCIAL
MANAGEMENT (also referenced as STUDY/ACCOUNTING/
FINANCIAL MGT)

D303 IT AND TELECOM- DATA ENTRY

D305 IT AND TELECOM- TELEPROCESSING, TIMESHARE, AND
CLOUD COMPUTING

D308 IT AND TELECOM- PROGRAMMING

D309 IT AND TELECOM- INFORMATION AND DATA BROADCASTING
OR DATA DISTRIBUTION

D310 IT AND TELECOM- CYBER SECURITY AND DATA BACKUP

D311 IT AND TELECOM- DATA CONVERSION

D318 IT AND TELECOM- INTEGRATED
HARDWARE/SOFTWARE/SERVICES SOLUTIONS

D325 IT AND TELECOM- DATA CENTERS AND STORAGE

R401 SUPPORT- PROFESSIONAL: PERSONAL CARE (NON-
MEDICAL)

R430 SUPPORT- PROFESSIONAL: PHYSICAL SECURITY AND
BADGING

R497 SUPPORT- PROFESSIONAL: PERSONAL SERVICES
CONTRACTS

R610 SUPPORT- ADMINISTRATIVE:- PERSONAL PROPERTY
MANAGEMENT

R611 SUPPORT- ADMINISTRATIVE: CREDIT REPORTING (also
referenced as CREDIT REPORTING SERVICES)

R612 SUPPORT- ADMINISTRATIVE: INFORMATION RETRIEVAL

R615 SUPPORT- ADMINISTRATIVE: BACKGROUND INVESTIGATION

R702 SUPPORT- MANAGEMENT: DATA COLLECTION

R703 SUPPORT- MANAGEMENT: ACCOUNTING

R704 SUPPORT- MANAGEMENT: AUDITING

R710 SUPPORT- MANAGEMENT: FINANCIAL (also referenced as
FINANCIAL SERVICES)
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ATTACHMENT C
GSA Information System Contract Waiver Request Template

Date of Waiver Submission:

Contract Number:

Contract Product Service Code:

Contract Product or Service Description:

Contract Period of Performance (base and
option(s)):

Contract Value (base and option(s)):

Contracting Officer:

Contracting Officer Contact Info:

Head of Contracting Activity:

HCA Contact Info:

Background. Please provide a brief overview of the procurement and a description of
the information system.

Identification of requirements requested for waiver. Identify the requirements being
requested for waiver.

Justification. Please provide a concise, clear and convincing rationale of why a
requirement for a GSA information system should be waived for this particular contract.

Summary of residual risk. Please describe any risks that GSA will encounter by not
including the requirements detailed above. Please also discuss any risk mitigation
efforts that will be utilized.

Additional information. Please provide any additional information, not otherwise
covered above, that the acquisition approval official (see GSAM 507.105(c)),
Information System Authorizing Official (see https://ea.gsa.gov/#!/FISMA POC) and
Chief Information Security Officer may want to consider.

Contracting Officer Signature Date
Acquisition Approving Official Signature Date
Information System Authorizing Official Signature Date
Chief Information Security Officer Signature Date
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